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The Era of Connectivity: People,
Devices
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Mother's Home Cooking vs Street Food

JP Rangaswami, CDO @ Deutsche Bank

» Devices provide information:

— from an ever more diverse *‘?§
range of sources, via ever
more sensor types , %

— that measures ever more of : .
everything

— that can be mashed-up in
unforeseen ways




How to make informed decision?

(Information, System, People) Accountabllity

. 'Bogus' AP tweet about explosion at the White House
* AC CO U n tab | e . wipes billions off US markets
« . The FBI a.nd S‘EC are to launch investigations after more than £90bn was
—_— re q u I re d o r eX p e Cte d to temporarily wiped off the US stock market when hackers broke into the

Twitter account of the Associated Press and announced that two bombs had
exploded at the White House, injuring Barack Obama.

justify actions or decisions”
0= O« @ O

« Participants AND social
machines to be held
accountable

— transparent and accountable
social machines
* increase a participant’s
understanding of the machine’s
processes, and

« can increase the participant’s trust
of the social machine
— adescription of what
participants do

* enables participants to feel that
their actions can be monitored

* [ncentive to conduct themselves in
a respectable manner.

Weitzner et al



Algorithms Accountabllity an
Transparency
USACM 7 principles

1. Awareness: Owners, designers, builders, users, and other stakeholders of analytic systems should be
aware of the possible biases involved in their design, implementation, and use and the potential harm
that biases can cause to individuals and society.

2. Access and redress: Regulators should encourage the adoption of mechanisms that enable
guestioning and redress for individuals and groups that are adversely affected by algorithmically
informed decisions.

3. Accountability: Institutions should be held responsible for decisions made by the algorithms that they
use, even if it is not feasible to explain in detail how the algorithms produce their results.

4. Explanation: Systems and institutions that use algorithmic decision-making are encouraged to
produce explanations regarding both the procedures followed by the algorithm and the specific
decisions that are made. This is particularly important in public policy contexts.

5. Data Provenance: A description of the way in which the training data was collected should be
maintained by the builders of the algorithms, accompanied by an exploration of the potential biases
induced by the human or algorithmic data-gathering process. Public scrutiny of the data provides
maximum opportunity for corrections. However, concerns over privacy, protecting trade secrets, or
revelation of analytics that might allow malicious actors to game the system can justify restricting access
to qualified and authorized individuals.

6. Auditability: Models, algorithms, data, and decisions should be recorded so that they can be audited
in cases where harm is suspected.

7. Validation and Testing: Institutions should use rigorous methods to validate their models and
document those methods and results. In particular, they should routinely perform tests to assess and
determine whether the model generates discriminatory harm. Institutions are encouraged to make the
results of such tests public.



PROVENANCE



Provenance for food, art, and beyond

Waitrose

classic vine
tomatoes
LOVE life

1 of your 5 a day
two tomatoes

= “Good curation demands good provenance.
Provenance is no longer merely the nicety of
artists, academics, and wine makers. It is an ethic

we expect.” (Jeff Jarvis)
http://buzzmachine.com/2010/06/27/the-importance-of-provenance/



Beyond Provenance for food and art

Open Data and

Journalism Reproducibility of Science

- Data wrangling can introduce errors, data

journalists should care about the validity Provenance is the equivalent

of data; provenance of data should of a logbook
include its primary source, but also all the :
transformational steps performed by _capturlng_ all the st_eps_
anyone. Involved in the derivation of a
result,
http://datadrivenjournalism.net/featured_projects/how_spending_stories_spo
ts_errors_in_public_spending could be used to replay the

execution that led to that

Accountability, result so as to validate it.

Transparency, Compliance

« Steve New refers to the provenance of a & v e
company’s products, and explains how 2 22 7 '
businesses have changed their practice O 9 -
to make their supply chain transparent, & "
because they worry about quality, safety, E@\.
ethics, and environmental impact. .

General econcme,
Commercai i B2
)

@®
France
®

http://hbr.org/2010/10/the-transparent-supply-chain/ar/1



http://datadrivenjournalism.net/featured_projects/how_spending_stories_spots_errors_in_public_spending
http://hbr.org/2010/10/the-transparent-supply-chain/ar/1

National Climate Assessment

# | nca2014.globalchange.gov ik - 3K 4 O = (%
|| provenance m kt ﬁ w3c !‘3 iGoogle | | ProvExtract ,‘: google maps E patina E inaugural ﬁ Functional ﬁ home stuff | | Read Later ﬁ orchid

=\ /’j\

T30 @ @ (® GlobalChangegov
National Climate Assessment L

o CLIMATE
Highlights CHANGE Full Report
IMPACTS

IN THE
UNITED STATES
Explore highlights of the —_— = Explore the entire report

National Climate Assessment covering our changing climate,
including an Overview, the regions, cross sector topics,
report's 12 overarching and response strategies in full
findings, and a summary of detail.
impacts by region.
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http://nca2014.globalchange.qov/report/our-changing-
climate/precipitation-change#qgraphic-16689
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Higher Emissions (A2)

Summer

Projected Precipitation Change by
Season (Summer)

AR N
Cooperative Institute for Climate and Satellites - NC £ " e
Kenneth Kunkel A g
The time range for this image is January 01, 1971 (00:00 AM) to December 31, 2099 ’ ‘\ I\ "g
(23:59 PM). =i
Precipitation Change (%)
This image was created on July 24, 2013. [ [ ]
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The spatial range for this image is 18.14° to 82.31° latitude, and -165.94° to -53.44°
longitude.
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This image\was derived from dataset nca3-cmip3-r201205 ughng the activity 1a061197-nca3-cmip3-r201205-process.
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http://nca2014.globalchange.gov/report/our-changing-climate/precipitation-change#graphic-16689
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Notice ID:

2152652

Notice code:
2701

Change in the Members of a Partnership

Inghams Solicitors

Notice is hereby given that Bradley Robert Burrow retired as a Partner from
the Partnership known as Inghams Solicitors, 4-8 Leopold Grove, Blackpool,
Lancashire FY1 4JR (Head Office), on 30 June 2014. The remaining partners
comprising Peter John Isaacs, John Philip Muir, Richard John Harvey
Stratham, Diane Marie Killey, Christopher Barry Beckett and Andrew Paul
Weaver will continue to carry on the business of Inghams Solicitors from the
Partnership Offices in Blackpool, Bispham, Clevelys, Poulton-Le-Fylde and
Fleetwood.

Signed on behalf of the Partners of Inghams Solicitors
Bradiey R Burrow, Partner
19 June 2014
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Provenance Definition

« Oxford English « World Wide Web
Dictionary: Consortium:

— the fact of coming from  Provenance is a record
g?mfa?t%f:_lcoﬂlia{nsource that describes the people,
q , Orgin, institutions, entities, and

derivation activities, involved in

- g]\?vg;ﬁtglfyaﬁf pedigree of producing, influencing, or
manuscript, rare book, delivering a piece of data
etc.; or a thing in the world

— concretely, a record of
the passage of an item
through its various
wners.

Vv 4




PROV




Provenance Working Group
WL R [\ PROV

Provenance Interchange Working Group Charter

The mission of the Provenance Working Group, part of the Semantic Web Activity, is to support the
widespread publication and use of provenance information of Web documents, data, and resources. The
Working Group will publish W3C Recommendations that define a language for exchanging provenance

information among applications.

Join the Provenance Working Group.

End date 1 October 2012
Confidentiality Proceedings are public

Luc Moreau, University of Southampton
Initial Chairs Paul Groth, VU University Amsterdam
Initial Team Contacts Sandro Hawke

(FTE %: 20)

Teleconferences: Weekly
Usual Meeting Schedule Face-to-face: Once Annuallv




PROV: abstract model and
serializations

PROV-PRIMER

Serializations

PROV- | | PrROV- | | PROV- | | PROV- F’SE"' PROV- | | PROV-
DC O XML N ONARY | | LINKS SEM

PROV- PROV-DM | PROV-CONSTRAINTS

A




Three Core Concepts

Social Machine PROV

Piece of information, decision, —
vote, document / entity \
N _f,.x’

Actions such as voting, writing,
reporting, commenting, approving

activity

Person, service, system,
organization, collective agent

http://www.w3.orq/TR/prov-dm/



http://www.w3.org/TR/prov-dm/

Three Views of Provenance
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PROV IN PRACTICE:
ILLUSTRATION



lllustration: Building
ldentification

type: crowd:Creator type: crowd: DataProduct

type: crowd:Creating

type: crowd:DataProduct

233e7b5a-decd-44f6-bb3b-417e3fa7cbbf

Ramchurn, S. D., Huynh, D. T., Venanzi, M., & Shi, B. (2013).
Collabmap: crowdsourcing maps for emergency planning. In
ACM Web Science.




lllustration: Building Scoring

J

—
ﬁﬁh  buildingView0

e

building0

e

type: crowd:Scorer type: crowd:Scoring Plan

type: crowd: DataProduct

type: crowd:Scoring Activity

Q:eptedbui]di ngb e imwu:&m

type: crowd:RatedDataProduct

06dd4b9f-a19c-4984-al16d-371d8b57527




lllustration: Route Drawing

@ acceptedbuilding0 B

type: crowd:Creator

att

type: crowd:DataProduct type: crowd:DataProduct

364ad5d1-9116-4776-bebb-d59a05807edc




lllustration: RouteSet Scoring

m routeSetView0 x)

type: crowd:Creator <r0u[eSe () > type: crowd: Scorer type: crowd: ScoringPlan
— -
A
type: crowd: DataProduct VOtlIlgO
“Tatt
3 ‘\\VO[CO type: crowd:Scoring Activity
dai

~ type: crowd:Score

<~= acceptedRouteSet0 5 L

—

type: crowd: RatedDataProduct

c191caeb-0c31-4727-a915-ca75%c1d911




Entire Workflow

- . \-‘,H‘
1. Building 1 emes,_zr- = o

Identification |-« = ——

2. Building
Scoring 3. Route

Drawing

4. RouteSet
Assembling

5. RouteSet
Voting



Entire Workflow (2)

(" buildingView

type: erowdCreator

buildingd ) | iype: crowd:Scoring

type: crowd Creating type: crowd:Scorer

type: erowd: DutaProduct

type: crowd:Seor

\- nccepledhmldmpﬂ ) )]

wpe crowd:Seore
value: |

crowd RatedDataProduct
crowd:DataProduct

type: erowd Creating

type: crowd:Creator (  routeSetView(

type: erowd DataProduct

type: crowd:ScoringPlan type: erowd:Scorer

type: crowd:C

2 1
£
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type: crowd:DataProduct

type: crowd:ScoringActivity ( vote® )

type: emwdiSeore

< acceptedRouteSed)’

type: erowd RatedDataProduct



\:et] PROV

' AN
The Story so far @50
Stardog L

« PROV: standardised
. 3 ,E’,-“.;_‘-':"::
vocabulary to describe L Q&' JARAEQRT
— Flow of data @
— Processes q INCF-NIDASH Data NE
I T INCF Neuroimaging Data St
N RESPOI’]SIbI“ty L Iﬂ Sclence&Technology
» PROV allows systems to o T
be enriched with “data pacific Northwest [T N
Ilneage” ShOWIng the NATIONAL LABORATORY ""' Geoscience Australia

origin of data Gl c D Ospy

A huge step towarg_?_ WWEW o m
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4\
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Provenance-Enabled Application Deployments

HAC-ER Demonstrator HAC-ER Components

=7

PICASO

Linking scientific outputs to related entities in silos

A chain of dependencies in HAC-ER across several components

provenance.ecs.soton.ac.uk/picaso

across the Web —

- Papers, Posters, Slides, Datasets, Blogs, Tweets e i3
- Citations, Presentations, Conferences Pager .
- Authors, Editors, Funders, Projects
= Presester
+ Built on provenance templates a8
- New templates can be added to extend domain coverage Sesson. .
. Drag-and drop UI encourages public contributions
model not required s

HAC-ER - Disaster Response System
* Provenance-enabled Distributed Architecture:
- CrowdScanner
- Multi-UAV Controller: Bronze and Silver commands
- Task Management: planner agent, headquarters, responders
- ProvStore and Provenance agent
. Whole-system Provenanoe Tracking
- F tracked it at each system and
reported back to ProvStore
. Tlmely Decision Support
Dependencies of information and decisions are monitored live by
Provenance agent
- Ensures the whole system reacts to changes in any individual
components

Visualisation: mapping impacts

PICASO's drag-and-drop template Ul

+ Data publlshed as Llnked Open Data

Rideshare
Atomic Orchid
Collabmap

Food Provenance
Interactive Books
PICASO

APPLICATIONS

g the ification of buildings and ion routes

CoIIabMap www.collabmap.org
City-wide mapping of buildings and evacuation routes for
disaster recovery simulations

* Find-Fix-Verify pattern: results cross-checked by peer
contributors

» Provenance recorded for auditing data quality

+ Contributions’ quality classified from their provenance graphs



RIDESHARE

In collaboration with Heather Packer




Ride Sharing

* Timely
« Challenging (security,
coordination, availability)

 As a social machine: Why rideSharing? S——

governance, privacy, o Timely application
accountability + Challenging poblern

e Coordination
e Availability

e Optimization must be
e Human-oriented

EheNew York Times

Travel

Taking liide-Share Services for a Spin

SmartSociety Platform ° Eco-friendly
o [,] T og| o application containers =y e Cost-effective
= o A 5
[I ]J: Agumf:ﬁ;oc-ew g jem SmartSaciety Application h . §
. 3
— iz 16 ven el v s i from Raton Rewe Ta. 0 [ 555000
J— - SmartSociety 33 . r
users ] 4@ = SRESE A [ | ...—@ www.smart-society-project.eu
: S— 4
— madel librari ‘
pmslnam o ‘3:5 U Ll'li
8 &
! =]
QO : 0
n th)
developers peers







Understanding Provenance at
Scale

* Finding a needle in a
haystack of provenance

* Requirements:

— Essence of Provenance: a

provenance summary
should capture the essence e = o T

of the provenance graph I e
that it summarises. S ey

— Outliers: It should be =

possible to detect [ = i e
anomalies or outliers in a il =~ s
provenance summary ' =

— Conformance: It should be
possible to decide whether
a provenance graph is
compatible, or conformant,
with a provenance
summary.



Summarisation

 Clear Narrative
« Common Patterns
e Qutliers

T T
T_10 i)

Nodes 188 10
Edges 456 36

« User submits (T _5) ride requests
(T_7)
« They lead to negotiation (T_6) that
e creates ride plans (T_9)
T '  Response objects (T_2) are
S L produced by Ul Requests (T_3)

« Response objects (T_2) result in
— T a0

views (T _1) on the Uls




Highlight.

Knowledge about a situation
evolves over time, and may be

invalidated by new information.

Notification of events and
identification of dependencies.

ORCHID EMERGENCY
RESPONSE

In collaboration with Trung Dong Huynh J.\

g2 ORCHID



Emergency Response

Crowd Reporters

Report Aggregator

=

Field Responders

Radiation Predictor



Mobile App
= S
ﬂ'.}. & .v"'.A', : =
A Tyl T *:8
. S Py
'} "™ 3 =
® »

SHRIP IR I pL O

HQ Control

Tracking Data

Radiation Predictor

Planner Agent

&y =

)I

ProvStore



Provenance-based Notifications

* Publish notifications
about “events of
interest” occurring in
provenance graph, as :
they are being streamed '

) Identify parts Of the ii:;gecra-[ﬁjsnk Task Allocation ’ ProvStore
system that are affected T

UAV Controller }* CrowdScanner

Ramchurn, Sarvapali, Simpson, Edwin, Fischer, Joel, Huynh, Trung

Dong, Ikuno, Yuki, Reece, Steven, Jiang, Wenchao, Wu, Feng, Flann,

Jack, Roberts, S.J., Moreau, Luc, Rodden, T. and Jennings, N.R. (2015) HAC-
ER: A disaster response system based on human-agent collectives. In, 14th
International Conference on Autonomous Agents and Multi-Agent

Systems, Istanbul, TR, 04 - 08 May 2015. , 533-541.



http://eprints.soton.ac.uk/374070/

Highlight.

Behaviour can be regarded as
suspicious, processes may be non
performant, report can be
unreliable.

Build predictive models to label
behaviour, processes or reports.

COLLABMAP

In collaboration with Trung Dong Huynh J.\

g7 ORCHID



How to Trust Crowd-Produced
Data

What is the Quality of
the Data, given the
Involvement of unknown
participants?



Trusting Information and People

“Big Data Analytics”

I
Provenance, on any menu, is a sign that the people cooking the food care about it. It

signals that they are passionate about quality and have taken the time and effort to
source their ingredients. (http://www.herald.ie/)

100-4{- combined [ generic provenance}i

 Network metrics:

— summary of topological
structure of provenance graphs

— provenance metrics that are
specific to provenance graphs

« Analytics applied to

Accuracy (%)

provenan Ce Building Route Route Set
— Predictive models of quality
of data in crowd-sourced Foutes, and routs sets leamad ffom generic andlo provenance-specic
appl icati ons network metrics.

Huynh, D. T., Ebden, M., Venanzi, M., Ramchurn, S. D., Roberts, S. J., & Moreau, L. (2013).

Interpretation of Crowdsourced Activities Using Provenance Network Analysis. In The First AAAI
Conference on Human Computation and Crowdsourcing.



Highlight.

Due diligence is the investigative
process leading to informed

decision making.

Provenance helps undertake and
demonstrate due diligence.

FOOD PROVENANCE

In collaboration with Belfrit Batlajery, Trung Dong Huynh,
Danius Michaelides, Glenn Taylor, Alistair Sackley



Provenance of Complex Supply
Chains

Context: the horse
meat scandal

General motivation:
what is due diligence
on the food chain

Map the flows of
orders, food products
and financial flow

Analytics: outliers,
statistical models of
sampling, checking of
processes

How horsemeat entered beef products via Comigel, France

UK
NETHERLANDS
Findus Beef . e - o
Lasagne e M ey S L

meat processor

\
A}
\
\
\
\
\

=== Order process

\ __| = .
: Tavola, factory, Se Mo
Comigel, food Luxembourg . N
producer, Metz| ¢ . N
’ \ \
/’ * \
FRANCE ,' LUXEMBOURG ROMANIA >
’
’ Abattoirs
Spanghero, K



From Farms to School Meals
[} :

'®

mes204132__20 (7} i

. . ] \ " - .2
Statistical model of sampling? \ pfn

| |
Y = A — | II
- . \ I|||
Are actions implemented? \. / \ ;

Where is contamination risk wew_23 @) repor_27 @)
high?




Application Summary

Rideshare: provenance summarization
Atomic Orchid: provenance notiifications
Collabmap: predictive modelling

Food Provenance: analytics

Interactive Books: reproducibility
PICASO: templates, linked data, influence

61



INFRASTRUCTURE



Software Infrastructure

Capture . o
Wrappers Analytics
: Exporters Notifications>Ummary
Editor Validati
Log Ul alidation NLG
Python Visualization
Java /

SRR Prov [N

' Storage |
| Graph DB
| Translate .'
AP/
\ Templates /

Y

\. / Manage



Software Infrastructure

https://provenance.ecs.soton.ac.uk Qs

ikmarks E provenance D kt Ewac G iGoogle D ProvExtract a google maps |j Read Later E patina E inaugural E Functional E home stuff Dorcmd &

Southampton Provenance Suite

Validator

A RESTful web service that
validates PROV descriptions
against the PROV Constraints
specification. Supports uploading
PROV by URL, file upload or inline
statements.

Applications

* CollabMap - a platform for

crowdsourcing the task of

identifying building

evacuation routes

AgentSwitch - a

personalized energy tarifi-

recommender system

* PoN - an experimental web
application for collecting
and organizing research
data and notes

= StatJR - a statistical
modelling package and
eBook system that uses
PROV

Translator

Translates between different
representations of PROV.
Supports PROV-N, PROV-XML,
PROV-0 and PROV-JSON.

Tools

ProvToolbox - a Java
toolbox for handling PROV
Prov Python - a Python
implementation of the PROV
data model

ProvExtract - for dealing
with PROV embedded in
web pages

ProvVis - experimental
visualizations of PROV
PROV-N Editor - a text
editor with PROV-N syntax
highlighted

m Publications Contact

Store

A provenance repository that
allows storing, browsing, and
managing provenance documents
via a Web interface or a REST API.

PROV

* Overview of PROV

* PROV Model Primer

* PROV-O

* PROV-DM

* PROV-N

* PROV Constraints

* Provenance Working Group
at W3C

* PROV-JSON

https://provenance.ecs.soton.ac.uk



https://provenance.ecs.soton.ac.uk

Provenance Management

Software Engineering and Provenance
Provenance and Distributed Ledger
Provenance for Humans

Provenance and Accountability

NEW DIRECTIONS



Provenance Management

* Provenance Template
— To create, store and query provenance

* Provenance Transformations
— To abstract or refine provenance
— To summarise provenance
— To hide sensitive parts

* Provenance Analytics Pipeline
— To Ingest stream of provenance data
— To process and analyse provenance




Provenance and Software Engineering

Work with Carlos Saenz Adan and Beatriz Pérez Valle

 How do we integrate

“provenance
management” in the

software engineering

Ifecycle?
 From UML to
orovenance

« Qutstanding issues:
REST management,
storage, ...

r

ID Message type PROV Graph
[ Obj1
SeqP1 | obj2 - ' :
— var:lifeline var:message
SeqP3 E— var:lifeline var:input0
asynchronous $
SeqP5 i
asynchronous reply var:outputd var:event

......................................

67



Public ledgers & Provenance

Block chain technology offers
unforgeable public ledger

ombine private/public
provenance with public ledgers
to make provenance trustable

Doesn’t have to be on Bitcoin’s > ,
blockchain, but could be Blockchain

hosted on trusted host.

Melanie Swan

i ) « C i |& Biockchain Luxembourg S.AR.L [LU]| https:/blockchain.info & v

i* Apps % Bookmarks [l provenance @ikt [l wic G iGoogle Provextract ¥ google maps

oM =

Read Loter ([ patina (G inaugural »

Home Charts  Stats  Markets APt Wallet English

e —
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Smart Contract

Ul layer

Logic layer

Trangactions

ProvStore & Ethereum

Methpd calls | \_Eth
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Model layer

) External
Weo » =% - "
Browser WView API application
JSOMN RPC AP 1% SPRON APL %
1
Smart Contract ProvStore AP SCL Database

Work with Ivaylo Varbanov
Signed PROV
documents

Store PROV document
In ProvStore

Store signature in
Ethereum

BB
.
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Provenance for Humans:
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https://provenance.ecs.soton.ac.uk/vis/sankey/?url=https://provenance.ecs.soton.ac.uk/picaso/relatives/aggr/uris/872.json
https://provenance.ecs.soton.ac.uk/vis/sankey/?url=https://provenance.ecs.soton.ac.uk/picaso/relatives/aggr/uris/872.json

Provenance for Humans: NLG

Work with Darren Richardson

Users increasingly choosing to Communicative goal
communicate with their devices {
verbally, in natural language (e.Jg. Content determination
Siri) v
Text-to-speech and capabilities C"“Ie“'“
now gOOd enough . Template matching | Syntax realisation
Conversion of PROV to text gives T
verbal communication Sentence plans
Challenge: Transform PROV ¢ <+ Sentence selection
graphs into text intelligible to a Document planning —
Document structuring
casual user v
. . . Document plan .
Where can we get the linguistic ﬁp Lexicalisation
information to perform this — - ' : :
. emplate expansion Referring expressions
transformation? ) ..
. el tion
URIs: as per RFC, contain no Text specifcation R B
linguistic information, butin { Morphology realimtion
practice contain useful information Realisation
ructure realisation
* Struct alisati

Surface text



Accountability in Online
Behavioural Advertising
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* Why was this advert targeted to me?

 Which advertisers? Which broker?
* Which profile of me do they have?




Conclusions %71 PROV

Provenance is crucial to make systems
accountable

Standard leads to impact beyond research
community

Automated processing over provenance allow for
powerful instrospection capabilities

Key issues going forward:

— Analytics over provenance

— Provenance management in the SE lifecycle

— Communicating provenance to humans

— Signatures, distributed ledgers

— Foundations of accountability



